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Investing in Cyber Security -
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Cyber security trends
Why should we care?
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Information Technology (1T)

= |T networks

Safety in shipping today heavily depends on cyber systems
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Cyber security issues are present and migrating to the OT world

. Total Malware
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The AV-TEST Institute registers
over 390,000 new malicious

rograms every day...
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Source: AV-TEST Institute, Germany
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Source (report extract): “SCADA safety in
numbers” — Positive Technologies — October
2012

OT: Operational Technology such as Industrial Control Systems, SCADA, PLCs, Sensors
SCADA : Supervisory Control and Data Acquisition (Operator control and monitoring systems)
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Industry response
How has the industry reacted?
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Industry response: Cyber Security guidance

DNV-GL

RECOMMENDED PRACTICE

DNVGL-RP-0496 Edition September 2016

Cyber security resilience management for
ships and mobile offshore units in operation

What

T stecironic ot wersion of s document, syailabls free f charge
e W Ao S com 1 e YAy PG versiott

DNV GL AS
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*BIMCO: Baltic and International Maritime Council
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CYBER SECURITY
DNV GL’s Recommended Practice
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ASSESSMENT

High-level assessment:
identification of key risks

Focused assessment:

barrier management
methodology applied to specific
high-risk systems

In-depth assessment:
comprehensive risk assessment,
comparison of current
safeguards with target

IMPROVEMENT

Competence & awareness
building

Technical measures:

e.g., access control, software
configuration management and
barrier management

Information security

management system (ISMS)

preparation of documentation
and implementation

rrY XXX rrl
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VERIFICATION

= Monitoring and testing of
technical barriers

= Verification of ISMS -
against ISO/IEC 27001

DNV GL © 2013




fFersrooee

DNV GL © 2013




First: Understanding cyber attack mechanics:
Attacker - Vulnerabilities - Barriers - Consequences

Attack Attack - Security
] Vulnerabilities )
threats techniques barriers
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hijacking
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Focused assessment

Threat: Intrusion
wvia Remote Access

Threat: Malware
Infection via
Internet and

Intranet

Threat:
Compromising of
Extranet and Cloud

Components

-

-

—

Dual Authentication

Password lifetime
restrictions for human
users

-

. Mew Hazard .

A AN

Top Event:

-

-

Periodic user
behaviour assessments

Awareness training

-

-

Patch management

Obsolescence
management

Critical System

™
-

-
-

Security functionality
wverification

Remote session
temrination

™

Compromised

-

-

Intrusion detection
system (IDS)

Emergency Recover
Procedures

™

-

Backup procedures

Restoration procedure

Conseguence:
System is
unavailable

Control is hijacked

System is
corrupted
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Comprehensive, in depth assessment

[ Identify critical systems ]
IT oT
Determine Determine g: g:
Consequence Likelihood 0 — 0 —

( A / Establish \

Determine cyber security risks prioritised
\ J action plan

i Medium
<)
( \ % Low Medium
Compare current safeguards ﬁ L :
. Low Low Medium
with target '

Consequence —y
\ J K /
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Improvements

Predictive &

Updated Policy
& Procedures

CS Policy &
Procedures

Proactive

Anyen
A11uNno2as 1aqAh)

v

Cyber Security Improvement Roll-out
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Summary and Recommendations

Where to start?
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Digital vulnerabilities in the Maritime sector

DNV GL assessment for Norwegian Authorities*/ Lysneutvalget ,
April 2015 *Ministry of Justice and Public Security

Top 10: DI o4

= A
Dlg itale nugsn SNy gp
Gasg a

1) Lack of attention and training

2) Navigation Signals from a satellite is normally not protected against
modification

OIGITALE SARBARMETER

3) Systems for identification of the vessel is normally not protected Digitale S&r
against modification |  Sektor

LYSNEUTVALGET

barheter Maritim

4) Remote Maintenance

5) A large number of parties are exchanging a lot of information on
unsecured email

6) Separation of computer networks

7) Use of mobile storage devices

8) Booking systems and administration systems are vulnerable
9) Lack of physical security for server rooms, wiring closets, etc.

10)Limited user authentication against systems for public reporting

Participants:
Ship-owners, Authorities (Sjgfartsdirektorat, Kystverket), Interests Organizations (Ship-owners'

Association, Norwegian port Association), Insurance (DNK), Supplier (Kongsberg Maritime),
Lysneutvalget, DNV GL
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CYBER SECURITY
DNV GL’s Recommended Practice... and related services
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Assessment is key: Before spending money on a cyber security initiative,
we recommend to carry out a structured and targeted assessment of the risk picture

e froee aeee -

ASSESSMENT IMPROVEMENT VERIFICATION

RISK HOT SPOTS

MODULE 2 (1§
COMMONTHREATS & TRAPS

START THE ™,
WEB MODULE

MARITIME

CYBERSECURITY AND
NETWORK RESILIENCE

= Self-assessment app eLearnings = Penetration testing
in My DNV GL \

Preparation for ISMS ISO/IEC 27001
= Cyber security assessment * certification (27001)

Consulting on cyber
security enhancement
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Thank you for your attention !

Learn more, download the RP free of charge and
get access to our Cyber Security services from:

DNV GL Maritime
cybersecurity.maritime@dnvgl.com

Knut.Svein.Ording@dnvgl.com

www.dnvgl.com

SAFER, SMARTER, GREENER
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